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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

ISO/IEC 11770-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 27, IT Security techniques. 

This second edition cancels and replaces the first edition (ISO/IEC 11770-3:1999), and ISO/IEC 15946-3:2002, 
which have been merged and updated to present a uniform standard on key management. 

ISO/IEC 11770 consists of the following parts, under the general title Information technology — Security 
techniques — Key management: 

⎯ Part 1: Framework 

⎯ Part 2: Mechanisms using symmetric techniques 

⎯ Part 3: Mechanisms using asymmetric techniques 

⎯ Part 4: Mechanisms based on weak secrets 
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Introduction 

This part of ISO/IEC 11770 defines schemes that can be used for key agreement and schemes that can be 
used for key transport. 

Public key cryptosystems were first proposed in the seminal paper by Diffie and Hellman in 1976. The security 
of many cryptosystems is based on the presumed intractability of solving the discrete logarithm problem over 
a finite field. Other cryptosystems such as RSA are based on the difficulty of the integer factorization problem. 

The second form of cryptography discussed in this part of ISO/IEC 11770 is based on elliptic curves. The 
security of such a public key system depends on the difficulty of determining discrete logarithms in the group 
of points of an elliptic curve. This problem is, with current knowledge, much harder than the factorization of 
integers or the computation of discrete logarithms in a finite field. Indeed, since V. Miller and N. Koblitz in 1985 
independently suggested the use of elliptic curves for public key cryptographic systems, no substantial 
progress in tackling the elliptic curve discrete logarithm problem has been reported. In general, only 
algorithms that take exponential time are known to determine elliptic curve discrete logarithms. Thus, it is 
possible for elliptic curve based public key systems to use much shorter parameters than the RSA system or 
the classical discrete logarithm based systems that make use of the multiplicative group of some finite field. 
This yields significantly shorter digital signatures and system parameters and allows for computations using 
smaller integers. 

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC) 
draw attention to the fact that it is claimed that compliance with this document may involve the use of patents. 

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights. 

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences under 
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect, 
the statements of the holders of these patent rights are registered with ISO and IEC. Information may be 
obtained from: 

ISO/IEC JTC 1/SC 27 Standing Document 8 (SD 8). 

SD 8 is publicly available at http://www.jtc1sc27.din.de/sce/sd8. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or all 
such patent rights. 
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Information technology — Security techniques — Key 
management — 

Part 3: 
Mechanisms using asymmetric techniques 

1 Scope 

This part of ISO/IEC 11770 defines key management mechanisms based on asymmetric cryptographic 
techniques. It specifically addresses the use of asymmetric techniques to achieve the following goals. 

1) Establish a shared secret key for a symmetric cryptographic technique between two entities A and B by 
key agreement. In a secret key agreement mechanism, the secret key is the result of a data exchange 
between the two entities A and B. Neither of them can predetermine the value of the shared secret key. 

2) Establish a shared secret key for a symmetric cryptographic technique between two entities A and B by 
key transport. In a secret key transport mechanism, the secret key is chosen by one entity A and is 
transferred to another entity B, suitably protected by asymmetric techniques. 

3) Make an entity's public key available to other entities by key transport. In a public key transport 
mechanism, the public key of entity A must be transferred to other entities in an authenticated way, but 
not requiring secrecy. 

Some of the mechanisms of this part of ISO/IEC 11770 are based on the corresponding authentication 
mechanisms in ISO/IEC 9798-3. 

This part of ISO/IEC 11770 does not cover aspects of key management such as 

⎯ key lifecycle management, 

⎯ mechanisms to generate or validate asymmetric key pairs, 

⎯ mechanisms to store, archive, delete, destroy, etc. keys. 

While this part of ISO/IEC 11770 does not explicitly cover the distribution of an entity's private key (of an 
asymmetric key pair) from a trusted third party to a requesting entity, the key transport mechanisms described 
can be used to achieve this. A private key can in all cases be distributed with these mechanisms where an 
existing, non-compromised key already exists. However, in practice the distribution of private keys is usually a 
manual process that relies on technological means like smart cards, etc. 

This part of ISO/IEC 11770 does not cover the implementations of the transformations used in the key 
management mechanisms. 

NOTE To achieve authenticity of key management messages, it is possible to make provisions for authenticity within 
the key establishment protocol or to use a public key signature system to sign the key exchange messages. 
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2 Normative references 

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies. 

ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash-functions 

ISO/IEC 14888 (all parts), Information technology — Security techniques — Digital signatures with appendix 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

3.1 
asymmetric cryptographic technique 
cryptographic technique that uses two related transformations, a public transformation (defined by the public 
key) and a private transformation (defined by the private key), and has the property that given the public 
transformation, it is computationally infeasible to derive the private transformation 

NOTE A system based on asymmetric cryptographic techniques can either be an encipherment system, a signature 
system, a combined encipherment and signature system, or a key agreement system. With asymmetric cryptographic 
techniques there are four elementary transformations: sign and verify for signature systems, encipher and decipher for 
encipherment systems. The signature and the decipherment transformation are kept private by the owning entity, whereas 
the corresponding verification and encipherment transformations are published. There exist asymmetric cryptosystems 
(e.g. RSA) where the four elementary functions can be achieved by only two transformations: one private transformation 
suffices for both signing and decrypting messages, and one public transformation suffices for both verifying and encrypting 
messages. However, since this does not conform to the principle of key separation, throughout this part of ISO/IEC 11770, 
the four elementary transformations and the corresponding keys are kept separate. 

3.2 
asymmetric encipherment system 
system based on asymmetric cryptographic techniques whose public transformation is used for encipherment 
and whose private transformation is used for decipherment 

3.3 
asymmetric key pair 
pair of related keys where the private key defines the private transformation and the public key defines the 
public transformation 

3.4 
certification authority 
CA 
centre trusted to create and assign public key certificates 

3.5 
decipherment 
reversal of a corresponding encipherment 

[ISO/IEC 11770-1:1996] 

3.6 
digital signature 
data unit appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit 
to prove the origin and integrity of the data unit and protect the sender and the recipient of the data unit 
against forgery by third parties, and the sender against forgery by the recipient 
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